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, "(b) COOPERAnoN.--Subject to sections 2607(c) and 260Sld). a manufacturer I

telecommunieauolls uanszrussion or SW'ltchine eqwpment and a provuier of tell
communications suppor:t ~rviees shall. on a reuoDaDly timely baw ana at a roe:
sonable charp, malte available to the. telecommumcat1ons camers USlI1f Its eqw:
ment or semen such features or modifications u are necessary to peJ"DUt such ea
ners to comply with the capability l'eqUU"ements of section 2602 and the capaCli
reqwrements Identified by the Attorney General under HCtlon 2603.

16'2606. Technical requiremenu and .taD~; exteDiion of compHanc
elate

"(a) SAFE HAABolt.-
"(1) CONSULTATlON.-To ensure the efficient and inaustry-wide lm"lement

tion of the assistance capability ~ments unaer sect10n 2602. the Attoml
General. in coordination WIth other Federal. State• .."d local law eaiorteme
'eencies. shall consult with appropriate ulOciations and stanciard-setnng org
nizations of the telecaIDZD.umcatioDi inclusay &Del with representauve5 of use
of telecommunications Hl"Y1ces aDd facilities.

"(2) COMPlJANCE l1NDER ACCEPTEI) STANJ)AJU)S.-A telecommunications earn
shall be found to be in compliance with the assistance capability reqwnmell
under section 2602. ancl a manufactUrer of telecalDZD.umcations traDamisslon
switehiDc equipment 01' ,~rovider of telecommunications support MmCleS shl
be COuM to be in compliance with section 2605. if the camero manufam1rer-.
support semce provider is in compliance with publicly Ivailable teehmcal I
quil'emenu or stanciard.s adopted by an indusu,. u~tion or staDdani·seta
orpDiution or by the CommiuiOI1 under sublec:tion <b) to meet the nqUll
mentl of section 2602.

"(3) ABsENCE or STANDARDS.-The absence of technical requin:ments
standards for implementinl th_ Ulliatanee capability reqUIrements of seca
2602 shall not-

"tAl preclude a camer. manwaeturer. 01' Hl'Yices provider &'DID deploy;
a teebDoI011 or ..mea; or

"(8) reu..,. a camero maIIUf'ac:turer. 01' .mce p~der of the obliptic
im1M*d by section 2602 or 2606... applicable.

"(b) FCC AUTHORlTT.-
-( 1> iN GENDAL-It indua1:ry uaoeiaao. or staJUianl·HtUne Orpni:atil

fail to issue tedmica1 reqWnmenti or staDdanl.t or if a government agency
any other person believes that suc:h requirements or standards are deficient.
at_ney or person may petition the Commjmon to establish. by noace and c:c
ment rulemakinc or such other proceediDp u the Commission rnay be .uti
izeci to conduct. teeimica1 requinmellU or st.anciards that-

'"tA) m_t the a.uistaDce capability requirements of seetion 2602:
"(B) protect the privacy and MCW"ity of communications Dot authon18C

be intercepted: aDd
"(e) sene the policy of the United States to encourac. the pnftsiol

DeW teclmoloriel aDd Ml'Yices to the public.
-(2) TRAHstnON PERloD.-lf an iDGu.IU'1 teeimical requirement or stanciar

set aside or supplantecl u • result of Commiuion action unaer this MCUon.
Commiuioll. after coaaultation with the Attool'Dey General. shall estaDlisb a
50Dable time .Dei conditiona for eamplianee with and the traDiition to any I

standanL inc1udinc aefminc the obucatiollS oC telecommunscations can
uDder section 2602 dunne any traDSition period.

-(el ExrENSIOH OF COMPLIANCE DATE fOR FEA'I"lJ'RES ANI) SERVICES.-
"( 1) PETmoN.-A telecommunications carrier propomng to install or ael

or haft" installed or deployed. a feature .o~ service Wl~ .4 yean after
data of enactment of thi.t c:haPIef' may peQUOD the ~O'llUlUlllOIl f~. 1 or II
exunsicms of the aeadline Cor complyinc with the UlJSt,&nee capability~
mtllts under section 2602. .

"(2) GROUND FOil EX1'ENSlON.-The Commission may, after atTordiac a Cul
ponuDity for he&nnl and after consultation with the AltOme, 0......... I
an extension under this puapoapn. if' the COIDJIUU10n aetennmes ~t COl
anee with the alllltance capability requirements under HCUon 2602. \S not
50ubly achievable throUCh application of teehnolOO available WltNn the
pliance period.

-(3) lENGTH OF EXTENSION.-An extension under this parqraph shall el

for no lonaer °than the' earlier oC- . . .
-IAt the date determined by the COllUlUSllon as necessary (or the CI

to comply with the assistance capability reqw.rements under secuon :
or .
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"r S) the date that l! 2 yean af\er the date on "ruth the exten,10n IS
rranted.. ,. b hall

.( 4) APPUCABllJ'n" OF' txn:SSION-Azl eztelUlon unaer this su secuon 5
apply to only that part of the earners buslness on .,iucl\ the new ieatu.re or
HfY\Ce IS useci•

.., 2801'. Ealoreemeac orde"
", &' ENFORCEMENT BY COll'RT ISSUISC St."RVl:tLLA.~Ct OROER.-l( a court authonz

Inl an tntercepaoa under chapter 119. a State Statute. or the FO~lJn Intelhgenee
5urveillance Act of 1978150 t: .S.C. 1801 et seq., or authon%1ng use or a pen reg\!ter
or a trap and trace deVlce under chapter 206 or a State statute finds that a tele
commurucatlons carner has failed to comply wtth the reqwrements In thts chapter.
the court may ciirect that the camer comply forth'W'\th anci may ctirect that a pro
V\cier of support MfY\Ces to the camer or the manufacturer of the cam'r 5 trans
trUSSlon or sWlteiunc eqwpmen: fu..rnlsh forthvnth mocilficauons necessary for the
carner to comply. .

~(bl ESFORCE.\fENT UPON APPUCATtON BY ATTOR1'';EY G£StRAL.-The Attorney
General may apply to the appropnate L"nited States district coun for. ana the t:na·
ed Statet distnct coW"t.l shall have Jwuciicuol1 to ..sue. aa oretel' ctireeung that a
telecommuDlcaaons camero a manufactw"'l!r of telecornmwucauons transmlSSlon or
SW'ltchinc eqwpment. or a proV\der of telecommwucauons support servtces CCC'lt:uy
WIth tNS chapter.

~t CI GROUNDS FOR lSStIANCE.-A court shall issue an order under subsecuon t a'
or Ibl onAy if the court finds that-

-tl> alternauve teehnolOfles or capabilities or the facilities of another eamer
are not reasonably available to law enforeement (or Lmplemenung the lntercep
non of commumcauons or access to call-identi!yin; lnformauoa; ana

-(2) compliance Mth the reqw.nments of this cl\apter 11 reasonably achievable
throulh the applicatioa of avallable t.eehnolOO to the f.aNre or HI'YtCe at lSwe
or wouid ha.,. beeD reuona~l'y achievable it timely ac:'Cioa had been WIll.

..(d) TIME FOR COMPLIANcz.-Upon isauance of an enfcm:emeat order unaer this
HCtion. the coun shaLl specify a reuonable time and coDditians for c:omplying Mth
itl order. coDSicieriDI the Iooci faith efrons to comply in a timely maaner. any effect
on the camers. mmwaetuftr's. or Hrvtce pnmder's ability to conunue to do bUSl
n... the d...,.. DC culpability or delay in~ etrona to comply. anci such
other matte" u justice may require.

"'et lJMITAnON.-M order WIder this HCtion may not require a telecommuru
caeans carrier to m..t the govemment's demand for intereepUol1 of commuftlcauons
and acqwsition of ca11-identifyinc informauon to any extent la excess of the capacay
for which the Attorney General hu apoeeci to retmburse such camero

W( f") CML PEHALTY.-
-t 1) IN OEHERAL.-A court isluinc an order under this section a,ainst a tel..

eommuDlcac.ons camero a manuiaCNl"er of telecommwucaaons transDUSSlon or
switehiDc equipment. or a provider of telecommunications support semces may
impoee a avil peu.1ty of up to 110.000 per day for each day in violaaon after
the issuance o( the order or after such futun date u the court may speafy.

-(2) CONSlDCRAnONS.-ln determiDiDC whether to impoM a fiDe aM in deter
minin, ita amaw:at. the caun shaLl tab into account-

-( A) the Datun. cimu:nltanCft. ancl eztaDt o( the violation:
"(B) t.ha ~olator'l ability to pay. the Violator'S poet (lith effolU to com"ly

in a timel, manner. any effect on the violatM's ability to conunue to do
tnasiD.M. the ciep"ft of e:ulpability. aad the leneth oC any delay in uacierulr.·
inf eff'oru to comply; aDd .

te) NCb other matters as justice may require. .
-(3) CML AcnON.-Tbe Attomey General may file a civil action In the appro

priate Uniracl Sta... district court to collect. anci the eDited States distnct
couna aha11 have jurisdiction to impoa. such finn.

"J 2808. Pa,..eat of cona of telecoauaWlicatiou curie" co comply with ca·
pabUlt)' requirelDeac.

WI a) EQUlPMDn'. FEA"I'tJ'1U:S. AND SEIlV1CES DE'LOY1:D BEFORE OATE OF ESACT·
~EHT.-Tbe Att.orae)' GeDer&l may. subjlCl to the availability of apPl"Opn~uonJ.
acne to pay te1ecommulUcaUODl camers for all just, and, reuonable tORI c:l.incUY
UIOCiated Mth the mocliftcauoDS .performed by camers In CODDeCUon waUl eqUlf)
meat. r.aNrft. and MMce. installecl or deployed befon the .aate of enactment of
this chapter to escabUsh the capabilities neceuary CO comply Mth secuOI1 2602. .

W(b) EQUtPMEHT. FEAnIRES. AND SEIlV1CES DEPLOYED ON OR AlTEJl DATE 0' Es·
A~.-
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.,'1) ls ~£~"'ERAL..-rrcampHance wtth the assIstance capab1lity ~wre!":'le!".~

of sectIOn .602. IS not reasonaoly aciuevable ."ttl ~pect to equipment. fu~!!
or seMces det:l1oyed o.n or after the date of enactment of th1S chapter. t:-.e .~ttCI
ney General. on appheauon of l tale(1)mmunlC:auons camero may a~~ to ;:.1
the teiecommurueauons camer for Just and reasonaDie cOSts dIr~t1y a~~(xl.1u~
W'\th aehlevtng compuanee.

·12\ COSSIDERATlOs.-rn cietaMnlrung whether eomt)Hanee W'\th the aHl::tanc
capability requu-ements of sectIOn 2602 is reasonaD1y' acnlevab1e W'\th ~!~t :
any eqUIpment. :eatun, or seMee Installed or deploye<i .liier tne date oi enaCl
ment of thIS chapter. cons1deratlon shall be gwen to tne time """en the eqUl;
ment. feature. or !el'Y'lce was installed or dep1o,,·ed.

", c' AJ.1.OCATtOS OF Fl"SOS FOR P.\~E~" -The Atto~ey General :hall 11loc:1t
funds appropnated to carTY out tNS chapter tn aCCOfaance Wltn law enion:emer
pnonues determmed by the .~ttorneyGeneral.

"I dl F.o\11.l.U To ~lA.ta: ?,na:~.,. WITH RESPECT TO EQL'P~U:~". F£..\n.1U:s.~"

SER"'CE::' OEPLOYED BEFORE. OATE OF ESACnlL'l.-
·11\ CONSIDERED TO BE EN COMPUA.'iCE.-tr a camer h:ls requeited' pa.-mer

in accordance wtth procedures promulgated punuant to =Ubsectl0n .e '. a.nd t:
Attorney General has not agreed to pay the telecommurucaoons c::arr:er for J

reasonable cosu directly associated Wlth mociificatlons necessary to bnng ::
eqwpment. featUre. or servtce intO actUal compuance W'\th the asSistance cap.
buity requirements of lIKnOn 2602. any eqwpment. feature. or seMce of a tei
commu:ucatlons camer deployed before the date of enactment of th1S cnaptl
shall be considered to be In compliance WIth the assistance capability requ1r
ments of sectIon 2602 untll the eqwpment. feature. or semce 15 repiaced or !\
ruficantly upgraded or otherwise underogDeS major mocilficatlon.

·12) LIMITAnON ON ORDER.-An order under sectIon 2607 5hall not requ1re
telecommurucaaons camer to modify. for the purpose of compl)'\ng wtth the .a
ilSta1\Ce capability requ.u"ements or sect10n 2602. any eqwpment. feature.
servtee deployed before the data of enactment of this chapter unless the AlU
ney Genera! has acreed to pay the telecommunicauons camer for all ,un 11
reasonable casu ciirectiy assoaateei W\th modific:auons necessary to bnn~ t
equipment. feature. or semee lnto actUal compliance wtth those reqwremen

"fe. P1t.oc:EDt."'RE.S A..,-n RECt.."t.A.nONS.-Notwlwtanehng any other law, the Alli
ney General shall. after nouce and comment. establish any procedures and re~
tiona deemed necessary to eft'ectU.atA timely and cost-efficient pa~-ment to tl!
commwucations camers for compensable costs inc:urTed under thiS chapter. 'J.nc
chapters 119 and 121. and under the ForeIgn Intelligence 5urve1llance Act of t9
150 U.S.C. 1801 et seq.).

"In OlSPt..-rE RESOLtrrlON.-Ir there is a disputA between the Attorney Gene
and a telecommwucations camer rtlarding the amount of just and rUlOnable co
to be pa1d under subsectlon lal. the dis1)ute shall be resolved and the amount de!
rruned in a proceeding initiated at the Commission or by the court from which
enforcement order 15 lOught under secuon 2607.·.

(b) fiCHMCAL A.'aNDML'n'.-The pan analysis for pan I of utle lB. L"ro
States Coda. is amended by lnserunl after the ltAm relaang to chapter 119 the
lowtDl new itAm:
"lJO. T.a Wlieatiou carrier iltaDce to the GoyemID.DC 28C

sa:. 2. AUrIIOlUZAnON or APPKOPlUAnONL
The,. an authonzecl to be appropnated to carry out sectlon 2608 of title 18. t:

ed Star. Coda. al added by seenon 1-
(1) a tow of 1500.000.000 for fiscal years 1995. 1996. and 1997; and
/21 such sums as are necessary for nch fiscal year thereafter.

such sums to remam available unal expendecl.

sac. ~ U'nC"nV'l DATE.
'a) IN GD'DA1..-Esel1)t as provided in parqra1)h (2). cha1)ter 120 of title

t:nited Sta... Cod•• as added by Henon 1. ihall taU effect on the date of enacUi
of this AJ::t.. .

I bt ASlISTAA"CE CAPABI1JTY ."-'iD SYSTEMS SEct."1UTY ....,-n l~"TEcarrY REQl
MJ:HTS.--&tcaona 2602 and 260<4 of title 18. United States Code. as added by Sel
1. shall We eft'en on the date that is 4 yean aft.er the date ~f enactment of
Ac:t.
ac:. .~ 1IUOItt'L

(a) RuoIn'S BY THE A'M'OL-rEY GE.'lI:RAL.-
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(1) IN CiEN'ERA1..--on or before November 30. 1995. and OD or before Novem.
ber 30 of each year for 5 years thereafter. the Atton1ey GeDen.i shall SUDwt
to COf1l"Ss and mue available to the J)ublie • re~ on the amounts paid dur
inl thep~ fiscal_year in payment to telecommu..DicatioQS arners under
secuon 2608 of title 18. United States Code. as added by MCUOD 1.

(2) CONTENTS.-A repon undeiparagraph (1) shall include-
(A) a detailed acxounting of the amounts paid to eaell c:anier and the

technology. equipment. feature or 5erv'lce for which the amounts were paid:
and

(B) projections of the amounts expected to be paid in the current fiscal
year. the eamers to which payment is eXl)eC'ted to be made. and the tech·
nologies. equipment. features or servtces lor which payment 15 expected to
be made.

(b) REPORTS BY THE COMPT1tOt.LEIt GENERAL.-
(1) PAYMENTS FOR MOD1FlCAnONS.-on or before A()ri1 1. 1996. and April 1.

1998. the Comptroller General of the United States. after coasult.a.tlon Wlth the
Attorney General and the telecommunicauoDi iDdustl"J. sball submit to the
Congress a repon re11ectlD( its analysis of the reasonable... and cost-effective
ness of the payments made by the Attorney General to telecommunications car·
rien (or modifications necessary to easure compliance with chapter 120 of title
18. UnitAd. States Cod..·u added by section 1.

(2) COMPLlAHCE COST ES'nMATES.-A report under parqraph (1) shall include
the tindinas and conclusioD.l o( the CQZI1puoller General' on the costs to be in
curred after the compliance date. includinr PI"OjeC'tiOIW of the amounts expected
to·be inc:ui'red and the cechnolories. equipment.. reaCW'ell or services for which
expenses are ezpec:ted tD be incurred by telecommunications carriers to comply
with the ulistanc:e ca"abUity requirements in the 6.rsc 5 yean after the effec
tive date of secUon 2602.

SEC. So COItDu:sa TELI:JI'IIONI:L
(a) DUINmONs.--secuon 2S10 of title 18. Uaited States Code. is ameaded-

( 1) in paracraeh (1) by striJc.iDI ". but such term dote DOt iDdude" and all that
follows Uuuu,h baN we"; ancl

<2) in paragraph (12) bI IU'ikiDa subparalJ'l.ph CA) a.a.d redesignatinl sub
puqraphs (B). (C>. ud (0) u sulJp_arqrapha (A). (8). &DCl (Cl. respectively.

(b) PENA.LT\'......section 2511 oftiUe 18. United Stat.. Cocie. it amended-
(1) in subsection (4XbXi) by inMrtiDa ". e:emne. telephone communication

that is traasmitted betweeft the cordleu telephone h·adset and the base unit....
after "cellular telephone commUDicatioft."; and

(2) in subMc1:ion (4)(b)(ii) b)' insertiDI "a cordless telephone communication
that is tn.D5D1itted between the coniless telephone ba.nciset and the bue uDlt."
a.ft:er "cellular telephone communication..... .

SIC. L 1tAD1008A.DD DATA CoaDI11NICAnONa.

SeeUon 2510< 16) of title 18. United States Cod•. is amended
(1) by IU'ikiD.I "or" at the end of subp&J'lll"&PA (0);
(2) by inMrtiDI"or" at the enel o( subparagraph (E); and
(3) by iDlU'tiIll after subparapoaph (E) the foUowinc new sub"aragraph:

..(F) an electronic communicauon;"
sa:. '7. PDlALTID roa MONITOIUNG RADIO COMM1'N1CAnONS 'I'1IA'l' AU 1"RANSMI"l'TED

USIJICG 1lI0DULAnON ftCBNIQUI:s WT1'B NQNPWUC PA.ILUIZTERS.
Section 2S1l(4Xb) of title 18. United States Code. is amended by strWac "or

encrypteei. theft" aDd i.DIertinI .., encrypted.. or transmitted usiDi modulatio~ teeh
IUques the euenUal parameten of which have been Wlthhelel from the public W\th
the intention of preserviDI the privacy of such commWlicalion".
sa:. L TU:BNlCAL COIIaCTION.

Section 2511(2XaXi) of title 18. United States Code. is ameneled by strikinc "usecl
in the transmission of a wire communication" and insertiDC "used in the trans
mission of a wire or electronic communicauoa".
SEC. t. nAUDUUNT AL'l'ZRAnON OF COJGaJIC1AL MOBD.& ItADIO INS'I'IWMEN"I'

lalOFFENSE.--5ectioft 1029«a) of title 18. United Sta_ Code. is amendeci
(1) by strikinl "or" at the end of puqraph (3); aDd
(2) bb:ol15enil1l after ~arqraph (4) the foUowilll' ne. paracra{)~: ,
"f5) winei)' and Wlen intent tD defraud UMS. pl'DciUCII. traffics in. has con-

U"01 or custody of. or pouesses a telecommuDicatiolW imuument ~t hu been
modified or altered to obtain unauthonzecl use of telecommwucauolll servtces;
or
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.(6) knoWlt:1g1y and with inteot to defraud W1eS. produces. tnffics lIl. has con
tral or custoay of. or posMssa-

"r AI a scanoNn( receiver: or
..(Bl hardware or software used for a1terinc or moc:iifying teleocommunJ

cauons ln5t:rU.ments to obtain unauthcnzed access to telecommuNcauons
Hmel.:'.

Ibl ?ESALn'.-Secucn 1029(c1l2l of title 18. eDited States Code. is amended b"
stnklng "'al( II or 'a1l41" and msertlng -'a' \ 1).14\.15,. or 16,". .

'c' D£Ft~tTtONS.-Secuon 1029'e, of utie 18. t:mteG States Code. IS amended
, l' In paragraph l 1) by Inserung "elecU'tlNC senal num~r. mobile Idenmica

uon number. personal idenuficauon number. or other teiecommurucauons !erv·
Lce. eqwpment. or mstrument Idenufier.' af\er "account num~r .

,2) by stnlung -and- at the end of para~ph '5); ..
'31 by Stnlung the penoci at the end of paragraph' 6) and inserttng - .1nd··.

and
, 4 I by addinr at the end the following new paragraph:
-I j \ the term 'scanmnr receiver' means a de"'ce or apparatus that can be u~d

to Intercept a wtre or electraNc commUNcanon tn ",olauon of chapter t 19'
SEC. 10. ,"","iSAcnONA1. DAT~

'al OISCLOSL"U OF RECOROS.-secuon 2i03 of title 18. t:n.lted StateS Code. IS
amended-

I 11 In subsection f c l/ II.-
I Al In subparagraph t B'l--

III by strtiunc c:lause f i ': and
I iiI by rec:ieslgnaung c:lau.sel Iii). l iii). and t iVI as c:laUMS 1\ I. 'U '. and

I iii I, respecuvely: anci
18) by aciding at the enci the follow\11I new subparagrapn:

"Ie) A provicier of electrOnic commwucation se"II:' or remote compuonl 5ervtc~
snaJJ d.iscioM to a govemmenw entity the nam., aciclrns. telephone toU bilhnl
records. anci length .of semce o( a subscriber to or c:ustomer of iuch 5el'Y'ee and the
types of semcn the 5ubscnber or customer uu.lized. wnen the governmental ~ntlty
uses an aciminisuauve subpoena authorized by a Federal or State statUte or a F~·
era! or S~te granci Jury or tnal subpoena or any means avallable uncier 5ubpara·
If'&ph t 8 I."; anci

(2) by ameneling the first sentence o( subMction I dl to read at follows: -.\.
COW"t order for disciosure uncier subMct10a Ib) or leI may be ISSUed by any court
that 15 a court of competent Junsciietion described in sect10n J 12612 ~ A) and
shall issue only If the governmental entity offers Specific and artlC'Ulable facu
shOWIng that there are reasonable If'OWlcls to believe that the contents of a Wlr'e
or eiectrOlUc commUlUcation. or the records or other informauon sought. are M!l·
evaot and matinal to ao ongoln~crumaal invntigauoo.-.

(bl PEN RECilSTERS AND TRAP AND TRACE DEVtcES.-seeaoa 3121 of title 18. L'na
eel States Code. is amencied-

'11 by reciesipunr subsection Ccl u subMction Cd); and
(2) by inMrtl"l after sublection Cb) the fo11owin, new subsection:

"Ce) LlMrrA'nON.-A govvnment agency authonzed to Install and use a pen ret
ister uacier this chapter or uncier State law. shall use technology reuonably ava.U.
able to it that restnets the rec:ordi"l or decodinc o( electrOnic or other unpu.lses 1:0
the di,linl aDd Signaling informauon utilized in call- procesSing....

SL~MARY A..'ID Pt.'RPOSE

The purpose of H.R. 4922 is to preserve the government's ability.
pursuant to court order or other lawful authorization. to i~t~rcept
communications involving advanced technologies such as dlgltal or
wireless transmission modes. or features and services such as call
forwarding, s'PHd dialing and conference calling, while p~tKting
the privacy o( communications and without impeding the Introduc
tion of new technologies. features. and services.

To insure that law enforcement CaD continue to conduct author
ized wiretaps in the, future. the bill requires. telecommuni~ation5
carriers to ensure their systems have the capability to: (1) lSC:llate
eXl)editiously the content of targeted. commwiicatio~1 transmltte~
by the carrier within the carrier's service area; (2) Isolate expe<i!-
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tiously inform~tio~ identifying. th~ origin and destination of tar.
geted commUnICatlons: (3) provtde llltercepted commwucations and
call identifying information to law enforcement so they can be
transmitted over lines or facilities leased by law enforcement to a
location away from the carrier's premises; and (4) carry out inter-

. c~pts uno~trusively, so targets are not made awan of the intercep
tion. and 1n a manner that does not compromise the privacy and
security of other communications. The bill allows industry to de
velop standards to implement these requirements. It establishes a
process for the Attorney General to identify capacity requlrements.

In recognition of the fact that some existing equipment. services
or features will have to be retrofitted. the legislation provides that
the Federal government will pay carriers for just and reasonable
costs incurred in modifying ensting equipment. services or features
to comply with the capability requirements. The legislation also
provides that the government will pay for eXl'ansions in capaCity
to accommodate law enforcement needs.

The legislation also e%1)ands privacy and security protection for
telephone and computer communications. The protections of the
Electronic Communications Privacy Act of 1986 are extended to
cordless phones and certa.i.n data communications transmitted by
radio. In addition. the bill increases the protection for transactional
data on electronic communications semea by requiring lawen
forcement to obtain a court order for acce51 to electronic mail ad-
dressing information. .

The bill further protects privacy by requiring the systems of tele
communications carriers to protect communications not authorized
to be intercepted and by restricting the ability of law enforcement
to use pen register devices for tracking purposes or for obtaining
transactional information. Finally, the bill improves the privacy of
mobile phones by expanding criminal penalties for using certalO de
vices to steal mobile phone service.

HEAluNGS

In the l03d CongTeu, the Subcommittee on Civil and Constitu·
tional Rights held two joint hearings with the Senate Judiciarj
Subcommittee on Technology and the Law on the impact of ad
vanced telecommunications services aDd technologies on electronil
surveillaDce, March 18 and Auguat 11. 1994.

At the tint hearing, held before legislation \Va introduced. thl
witDesses were Louis J. Freeh. Director of the Federal Bureau 0
Investigation; William C. O'Malley, district atto~ey for .Pl~out1
County, Massachusetts. and President of the Natl~nal Dlstnet Al
torneys Association; Roy Neel. President of the Umted. States Te.l.
phone Association. which re,resenta local teleph~ne compan~e
ranging in size from the Relional Bell Operatmg Comp~me
("RBOCs") to small companies with fewer thaD 100 s~scnbe~
and Jerry Berman, Ezecutive Director of the E~~nlc. Frontle
Foundation ("EFF"), on behalf' of EFF aDd the Dilltal Pn,,:8CY. an
Security Working Group, a coalition of comp,:,ter. communlcatl0n~

and public interest orpnizatioDS aDel ~tions.. •
The second hearing wu held after tba mtroduetioD of H.R. 492.

Again, Director Freeh. Mr. Nee1,. aDd Mr: Berman ap~ared an
presented testimony. Also appeanng U Witnesses were Hazel Ec
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, wards, Director. I~ormation Re30u;rees ~lanagementl~nerai Gc
ernment, AccouD:t1ng and Informatlon Man~gement O\v\si.on. U
General Accountlng Office: and Thomas E. Wheeler. President a
CEO of the Cellular Telecommunications Industry Associatil

. which represents providers of two-way wireless telecommunicatic
services. including licensed cellular. personal communications se
ices, and enhanced specialized mobile radio.

Written submissions for the record were received from AT4
Corporation. MCI Communications Corporation. the Telecommu
cations Industry Association. which represents U.S. manufaetul"l
of telecommunications equipment. the National Sheriffs' Assoe
tion. the Nationa! Association of Attorneys ~ral. and the Ma
Cities Chiefs. an organization of pollee executives representing I
49 largest metropolitan areas in the U.S. and Canada.

SUBCOMMITrEE ACTION

On August 17. 1994.... the Subcommittee on Civil and Consti
tiona! Rights. by voice vote. a re~rting quorum being present.
dered favorably reported the bill H.R. 4922 without amendment.

COMMl'M'EE ACTION

On September 29, 1994. the Committee. by voice vote, a rep
ing quorum bein_i '2resentt adopted an amendment in the natu~
a substitute to H.R. 4922 and ordered the bill favorably repol
as amended.

BACKGROUND AND DISCUSSION

For the put quarter century, the law of this nation regan
electronic surveillance baa sought to balance the interests of
vacy and law enforcement. In 1968.· the enactment of Title Il
the Omnibus Crime Control and Safe Streets Act of 1968 simt
neously outlawed the use of electronic surveillance by private
ties and authorized its use pursuant to a court order by law
(orcement officials engaged in the investigation of specified typl
major crimes. The Senate Report on Title III stated explicitly
the legislation·"baa u ita dual purpose (1) protecting the pri
of wire and oral communications and (2) delineating on a uniJ
bais the cireumstances and conditions under which the intel
tiOD of wire and oral communications may be authorized." Se
Committee on the Judiciary, Omnibus Crime Control and
Streets Act of 1967, S. Rep. No. 1097. 90th Cong., 2d Sess. {]
at 66.
. Congress was prompted to act in 1968 i~ part by adv~nceD
111 technology, which posed a threat to pnvacy. According tc
1968 Report, "[tlhe tremendous scientific and technological de1
menu that have taken place in the last century.have m~de pot
today the widespread use and abuse of eleetrolUc surveillance
niques. As a result of these developments. I?rivacy of CO~1J
tion is seriously jeopardized by these techniques of surveilli
ld. at 67. .

Mer 1968 telecommunications technology continued to ch
and again C~ngress was required to respond legislatively te
serve the balance between privacy and law enforcement. 1:
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Electronic Communications Privacy Act of 1986 (..tePA") c
extended theJ)rivacy proteCtions and the law enfQrtement \~~gress
authority of Title III to a new set of technologies and ser'V\ce:~e~
as electronic mail. cellular telephones and paging devices. Ai~ln
the goal of the legislation was to preserve ..a fair balance betw~~
the privacy expectations of citizens and the legitimate needs of law
enforcement." House Committee on the Judiciary, Electronic Corn-

,munlcations Privacy Act of 1986. H. Rep. 99-647 f 99th Congo 2d
Sess. 2 ' 1986) at 19.

Law enforcement officials have consistently testified. as Director
Freeh did at the hearings of the bill. that court-authorized elec
tronic surveillance is a critical law enforcement and public safety
tool.

COSGRESS Mt:ST RESPOND TO THE "DIGITAL TELEPHONY" REVOl.t:TIOS

Telecommunications. of course. did not stand still after 1986. In
deed. the pace of change in technology and in the structure of the
telecommunications industry accelerated and continues to acceler
ate. The resulting challenges for law enforcement and privacy pro
tection have sometimes been encapsulated under the rubric "digital
telephony," but the issues go far beyond the distribution between
analog and digital transmission modes. Some of the problems en
countered by law enforcement relate to the explosive growth of cei
lulu and other wireless sel"Vices. which operate in both analog and
digital modes. Other impediments to authorized wiretaps. like call
forwarding, have long existed in the analog environment. Other
considerations. such as the increasing amount of transactional data
generated by the millions of users of on-line services. highlight the
ever increasing opportunities for lou of privacy.

In 1990. Senator Patrick Leahy, chainnan of the Senate Judici
ary Subcommittee on Technology and the Law f assembled a Pri
vacy and Technology Tuk Foree with experts from business.
consumer advocacy, the law. and civil liberties. to examine current
developments in communications technology and the extent to
which the law in general, and ECPA. specifically, protected. or
failed adequately to protect, personal and corporate privacy.

After examining a wide array of communication media. including
cellular phones, personal communications networks. the newer gen
eration of cordleu phones, wireless modems. wireless local area
networks <LANa), and electronic mail and messaging! the .tuk for:ce
issued a final report on Ma~ 28. 1991 recommendlOg, mter ~la.
that the legal protections of ECPA be extended to cover new WIre·
less data communications, such as those occurring over cellular
laptop computers and wireless local area networks (LANs). and
cordless phones. In addition. the Task Force found that ECPA was
serving well its purpose of protecting the privacy of t.he, con"ents of
electronic mail. but questioned whether current restnctlons on gov
ernment access to transactional records generated in the course of
electronic communications were adequate.

Consistent with the task force's conclusions and in view of the in
creasing impedimenta to authori%ed law enforcement electronic sU,r
veillance. the Committee hu concluded that continued change tn
the telecommunications industry deserves legislative att,ention to
preserve the balance sought in 1968 and 1986. However, It became
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~lear to the C~mmittee early in its. study of the "digltal telechonv"
lssue that a thlrd concern now exphcltly had to be added to the oal
ance. namely, the goal of ensuring that the telecommunIcatlons 1:1

dustry was not hindered in the r?'l?id development and deployment
of the new semces and technolo8'1es that continue to benefit and
revolutionize society.

Therefore. the bill seeks to b~anc~e three k~y policies: (1) to pre
serve a narrowly focused capabtlIty tor law entorcement agencies to
carry out pr~perly aut,horized intercepts: (2) to protect pnvacy In

the face of increasIngly powerful and personally revealing teen
nologles: and (3) to avold impeding the development of new commu
nicatlons services and technologies.

THE PROBLE~: LEGISLATION SEEDED TO CL.A.RIF"Y CARRIERS' DL'TY TO
COOPERATE

When originally enacted.· Title III contained no provision specifi
cally addressing what responsibility, if any, telecommunicauons
carriers and others had to assist law enforcement in malting au.
thorized interceptions. Shortly after the statute became effective.
the FBI asked a local telephone company to assist in effectuating
an authorized. w\retap by provlding leased lines and connecting
bridges. The telephone company refused and in 1970 the U.S.
Court of Appeals for the Ninth Circuit held that. absent camers
to assist lawful wlretaps. Appl=tion of thA United. States. 427 F.2d
639 (9th Cir. 1970). Two months after the Ninth Circuit decision
and with little debate. Congresl added to 18 U.S.C. 2518(4) a provi
sion that now reads:

All order authorizing the interception of a wire. oral. or
electronic communication under this chapter shall. upon
request of the applicant. direct that a proVider of wire or
electronic communication service. landlord. custodian or
other person shall furnish the applicant forthwith all infor·
mation. facilities. and technical asaistance necessary to ac·
complish the interception unobtrusively and with a mini
mum of interference with the services that such semee
provider. landlord custodian. or person is according the
person whose communicatioDtare to be intercepted. A1J.y
provider of w\re or electronic communication service. land
lorc:l~· custodian or other person furnishing such facilities or
technical assistance shall be compensated therefor by the
applicant for reasonable expenses incurred in providing
such facilities or assistance.

While the Supreme Court hal read this provlsion as requirinl
the Federal courts to compel. upon request of the government. "an:
assistance necessary to accomplish an electronic interception.
United States v. New Yor' TelephoM. 434 U.~. 1~9. 177 (l~77), t~
question of whether companies have any obligation to ~eslgD th.e)
systems such that they do not impede law enforcement mterceptlo
has never been adjudicated. . .

Indeed. until recently, the question of system deslgn wu nevI
an issue for authorized surveillance. since intrinsic elements (
wlre lined networks presented access points where law: emoret
ment. wlth minimum assistance from telephone companies. cou)
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isolate the communicatioD..l associated with a particular surveil.
lance target and effectuate an intercept. Where problems did arise
they could be add..n!ssed on a ca.se-by-e:ase basis in negotiations be:
tween the local monopoly service provider anci law enforcement.
(From a public policy perspective, such arrangements would have
had the disadvantage of being concluded without public knowledge
or legislative oversight.)

The break.up of the Bell system and the rapid proliferation of
new telecommunications technologies and services have vastly com
plicated law enforcement's ta.sk in that regard. The goal of the leg
islation. however. is not to reverse those industry trends. Indeed.
it is national policy to promote competition in the telecommuni
cations industry and to support the development and widespread
availability of advanced technologies, features and services. The
purpose of the legislation is to further define the industry duty to
cooperate and to establish procedures baaed on public accountabil
ity and industry standards-setting.

'The Committee baa concluded that there is' sufficient evidence
justifying legislative action that' new and emerging telecommuni·
catiQns technologies poee problema for law enforcement. The evi·
dence comes from three sources: the General Accounting Office, the
FBI. and the telec:ommunicatioD.l industry itself.

GAO findings
In 1992, analyata from the GAO'. Information Management and

Teclmology Division intenieweci tHhnica1 representatives from
local telephone companies, switch maDufacturers9 and cellular pro
viden, as well as the FBL The GAO found that the FBI had not
adequately deimed ita electronic aurveiUance requirements, but the
GAO concluded that law emorcement apneiea did have technical
problems tapping a variety of senic:ea or technologies, including
call forwarding, fiber, and ISDN. The GAO alao concluded that cel·
lular systems could be tapped but that capacity wsa limited.

The GAO recently conducted further work and testified at the
hearing on August 11, 1994. The GAO reconfirmed. its earlier con·
clusion that there are legitimate impedimenta posed. by new and
emerging technologies. The GAO al80 concluded. that the FBI had
made progress in defming law enforcement's needs in terms of ca
pability and capacity.

FBI survey
FBI Director Freeh testified at the March 18,' 1994, hearing that

the FBI had identified sl)eCific instances in which law enforcement
agencies were precluded due to technological impedimen~ from
fully implementing authorized electronic surveillance (Wiretaps,
pen registers and trap and traces). The Director testified in March
that an informal FBI survey of federal, state, and local law e~o~
ment agencies had identified 91 such incidents, 33% of which In·
volved celhilar systems (11% were related to the limited capacity
of cellular systems to accommodate a large number of intercepts si
multaneously) and 32% of which involved custom caJUng features
such as call forwarding, call waiting and speed dialing. .

Because the ezistence of a problem continued to be questIoned by
some, the FBI re-contaeted law enforcement agencies after the
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~arch hearing and identliled further exampies. In ApnL 1994. ::--e
FBI .presented. to the Ho~se ~d Senate Judiciary Suocomrn.ttee5
detalls of 183 instances I 1ncludmg the original 91) where the FB I.
State or local agencies had encountered problems. This eVIdence
was .presented to the Su.b~omm!ttees.on the understanding that ~:-.e
detalls would not be puohcly dlssemmated. However, the folloWIng
chart summarizes the FBI's findings:
Tech.T1oiogy·ba~d probltT'I'U tfU:ourtttrtd by Ftckral. Statt. and local [au: trtioru,"utr

agtfU: ILS

Total problems _.. _

f~~~~lit~ ~~aC~i~ai;rdigit:i'~~~~~'~~~~~S'~~h"~'~dt~':::::::::::::::::::::::::
Cellular provtXer could not Intercept lona·distance calls lor proV1de caU 5etup

infonnauonl to or from a tarleteC pnon ..
Spee<i dialini'vou:e dialini'call wamng ..
Call forwarding .. , .
Direct tnwani dial tnuUt group I proV1der unable to Isolate target'scommu·

nlcauans or proV1de call set·up mformaaan to the exclUSion of all other
customersl : .

Voice mau. I proV1der unable to provtde accesl to the subject's audio when for·

Di~~~e~t;:~c~ =::r~~e;l: a;:s~~t~ ·~··~·~~·~~~~~ti~~ ..~~~~~~~~
W\th the target to the exclusion of aU otherSl .

Other \including other calling featUns such as Call Baclt: and provtder un·
able to: pl'CMde trap ana trace Informauon: Isolate the di,lta! trans
auJlIOns aS50Clateei with a t.a.rtet to the exclusion of all other commUNea·
tions: com~rehenslvely inwrcept communications and provtde call set·up
informauon) ..; .

H
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4
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Industry ackn.owledges the problem
Representatives of the telecommunications industry now ac

knowledge that there will be increasingly serious problems for la\
enforcement interception posed by new technologies and the ne\
competitive telecommunications market. At the hearing on Augu~

11. Roy Neel. president of the United States Telephone Assoclatio:
and the chief spokesperson for the telephone industry on this issul
was asked by Senator Leahy if the time was fast approaching whe
a ~at deal of the ability of law enforcement to carry out Wlreta~
will be lost. Mr. Neel answered. "In a number of cases with ne'
enhanced services. that is probably true."

The industry maintains that its companies have a long traditio
of working with law enforcement under current law to resolve ted
nieal issues. However. with the proliferation of services and semc
providers. such a company·by-company approach is becoming i:
creasingly untenable.

In response. the phone companies and the FBI ha~e created ~
Electronic Communications Service Provider Comuuttee, throul
which representatives of all the RBOCs have been meeting wi
law enforcement on a regular basis to develop solutions to a ran
of problems. The committee has created "Action Teams" on pt
sonal communications services, wireless cellular. the "advanced i
telligence network," and switch-bued solutions. among others. T
chairman of the committee. a vice president of one of the RBO(
stated in a letter dated March 1 and submitted by the FBI Dine1
during his testimony in March: "I! meaninaful solution~ Ii:"! to •
sult, all participants must rU'St understancf that there is tn fad



16

problem. not that one partic~pant. or o~e group of partiCl?ants
says so. ~~w that the Com.nu~ recognJ.%es the problems, it can
proceed to ldentify and develop appropriate solutions."

However, participation in the Service Provider Committee is vol.
untary and its recommendations are unenforceable. ~ a result, the
Judiciary Committee baa cnncluded that legislation is necessary.

tAW ENFORCEMEN"I' REQUIRE..~

The legislation requires telecommunications common carriers to
ensure that new technologies and services do not hinder lawen.
forcement access to the communications of a subscriber who is the
subject of a court order authorizing electronic surveillance. The bill
w'ill preserve the government'. ability, pursuant to court order. to
intercept communications that utilize advanced technologies such
as digital or wireless tranamisaion.

To insure that law enforcement can cnntinue to conduct wiretaps.
the bill requires telecommunications carrien to ensure their sys
tems have the capability to:

t 1) Isolate expeditioualy the content of targeted. communica
tions transmitted within the c:arrier's service area;

(2) Isolate ezpeditioualy inlormation identifying the originat
ing and destination numbers of targeted communications, but
not the physical location of targeta;

(3) Provide intercepted. communications and call identifying
infonnation to law enforcement in a format such that they may
be transmitted over liDea or facilities leased. by law enforce
ment to a location away from the carriers premises; and

(4) Carry out intercepta unobtrusively, so targets of elec
tronic surveillance are not made aware of the interception. and
in a manner that does not compromise the privacy and sec:unty
ofothercornmunicauonL

Cost
The GAO testified at the Aquat 11. 19M hearing that the costs

of compHance with the foregoing will depend largely on the details
of standards and technical aoecifications, which. under the bill. will
be developed over the nest tour yea:ra by industry asaociations and
standard-setting orp.nipuona. .

The bill requires the Federal governmen~ with appropnated
funds. to pay all reasonable CDIIta incurred by industry.over the
next four years to retrofit aiating facilities to bring them Into com
pliance with the interception requirement&. 'l1le bill authorizes ~t
least 5500 million for this pUl1)08e. In the event th:at tl,1e $500 ~i1.
lion is not enough or i. not appropriated. the lel'1S1atlon proVldes
that any equipment. features or serric:ee deployed on the date of
enactment. which government does not pay to retrofit, shall be ~n
sidered to be in compliance until the equipment. feature, or se~ce
is replaced or significantly upgraded or otherwise undergoes major
modification.

After the four year trauition period. wbi~ may be ~xtendecl an
additional two years by order of the FCC, md.ustry will bear t~e
coat of ensuring that new equipment aDd ~ces m:eet t~e leg'l!
lated requirementa, u defined by ltanclarda ed.specificatIons pro-
mulgated by the industry itMlf'. . .
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However, to the extent that industry must install additional ca
pacity to meet law enforcement nee<b. the bill requires the govern
,ment ,to pay all. capacity costs from date of enactm~~t. including all
capaclty costs incurred after the four year tranSition period. The
Federal government, in its role of providing technical support U>
state and local law enforcement. will pay costs incurred in meeting
the initial capacity needs and the future maximum capacity needs
for electronic surveillance at all levels of government.

THE LEGISLATION ADDRESSES PRIVACY CONCERN'S

Since 1968, the law of this nation has authorized law enforce
ment agencies to conduct wiretaps pursuant to court order. That
authority extends to voice. data. fu.. E-mail and any other fonn of
electronic communication. The bill will not expand that authority.
However. as the potential. intrusiveness of technology increases. it
is necessary to ensure dlat government surveillance authOrity is
clearly defined and appropriately limited.

In the eight years since the enactment of ECPA, society's pat
tems of using electronic communications technology have changed
dramatically. Millions of people now have electronic mail address
es. Business. nonprofit organizations and political groups conduct
their work over the Internet. Individuals maintain a wide range of
relationships on-line. Transactional records documenting these ac
tivities and associations are generated by service providers. For
those who increasingly use these services. this transactional data
reveals a great deal about their private lives. all of it compiled in
one place. .

In addition. while tbe portion of cordless telephone communica
tions occurring between the handset .and base unit was excluded
from ECPA's privacy protections. the 1991 Privacy and Technology
Task Force found that "[tJhe corcUess phone. far from being a nov
elty item used only at 'poolside: has become ubiquitous . . . More
and more communications are being carried out by people (using
cordless phones} in private. in their homes and offices. with an ex
pectation that such calls are just like any other phone call."

Therefore. H.R. 4922 includes provisions. which FBI Director
Freeh supported in his testimony, that add protections to the exer
cise of the government's current surveillance authority. Specifically,
the bill; .

1. Eliminates the use of subpoenas to obtain E-mai;! address
es and other similar transactional. data from electroniC commu
nications service providers. Currently. the govemment can ob
tain transactional logs containing a person's entire on-line pr:o
file merely upon presentation of an admin~stt:&~ive.subpoen~ \s
sued by an investigator without any JUdi~lal \nterventiOn..
Under H.R. 4922, a court order would be ~ull'ed. ,

2. Expressly provides that the authonty for pe~ reg1s~rs
and trap and trace devices cannot be used ~ obtain tracking
or location information. other than that ~hich can be deter
mined from the phone number. Currently, l~ some cellular sys
tems transactional data that could be obtalned by a pen reg
ister'may include location information. Furt~er, the bill re
quires law enforcement to use reasonably availab~e techno109]
to minimize information obtained through pen reglsters.
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3: Expiicitly states ~hat it does not limit the rights of sub
scnbers to use encryptIon.
. ~. Allows any person~ including public ~nterest i!'?ups, to pe_

tltton .t~e FCC. for revtew of staJ1.dards Implementlog Wiretap
~apablhty requireme.nts, and provtdes that one factor for judg
mg those standards IS whether they protect the privacy of com
munications not authorized to be intercepted.

:5. Does not require mobile service providers to reconfigure
their r.etworks to deliver the content of communications occur·
nng outside a carners service area.

6. Extends pnvacy proteetions of the Electronic Communica
tions Privacy Act to cordless phones and certain data commu
nications transmitted by radio.

7. Requires affinnative intervention of common carriers' per- .
sonnel for sWitch-based interceptions--tllis means taw enforce
ment will not be able to activate interceptions remotely or
independently within the switching premises of a telecommuni
cations carner.

Sarrow scope
It is also important from a privacy standpoint to recognize that

the scope of the leglslation has been greatly narrowed. The only en
tities required to comply with the functional requirements are tele
communications common carrien. the components of the public
switched network where law enforcement agencies have always
sef"".,-ed most of their surveillance orders. Further, such carriers are
required to comply only with respect to services or facilities that
provide a customer or subscriber with the ability to originate, ter
minate or direct communications.

The bill is dear that telecommunications services that support
the transport or switching of communications for private networks
or for the sole purpose of interconnecting telecommunications car
riers (these would include lo~ distance carriage) need not meet
any any wiretap standards. PBXs are excluded. So are automated
teller machine (ATM) networks and other closed networks. Also ex
cluded from coverage are all information semc:es, such as Internet
service providers or services such aa Prodigy and America-On-Line.

All of these private network systems or information services can
be wiretapped punuant to court order. and their owners must co
operate when presented. with a wiretap order, but these services
and systems do not have to be designed so aa to comply with the
capability requirements. Only telecommunications carriers. as ~e
fined in the bill. are required to design and build their switc:h:ing
and transmission systems to comply with the legislated ~ulle
menu. Earlier digital telephony ~roposals covered all pl'OVlde:rs of
electronic communications services. which meant every busmesa
and institution in the country. That broad approach wu not prac·
tical. Nor was it justified to meet :u1y law enforcement need.

R.IL 4922 RESPONDS TO INDUSTRY CONCERNS

H.R. 4922 includes several provisions intended to .ease the bur
den on industry. The bW. grants ..te1eph~De .comp~es and other
covered entities a four year transition pen~.LD ~i1ich to make any
necessary changes in their facilities. In addition. It allows any com-
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pany to seek from the FCC up to a two year extension of :he com
pliance date if retrotlttmg a particular system wlil taKe longer tr.an
the four years allowed fOf comphance.

The Federal government wHl pay will reasonable costs 1I',currea
by industry in retrotltting facilities to correct existing problems.

The bill requlres the AtU)rney Gi!neral to estimate the capac:t..
needs of law enfofcement for electronic sur,,.eiUance. 50 that c:li
rters wiil have !"',otlce of what the government IS likely to reque:st.
The bill requires government CD retmburse earners for rea:son:l::Jie
co:St.ii of eX?3.ndi~g capacity to meet law enforcement needs .

.vo Lmpediment to technological innor.:ation
The Committee's intent is that compliance with the requlrerr.er.'t3

in the bill will not impede the development and deployment of r.ew

\

technologies. The bill expressly provides that law enforcement :':"'.3\"

not dictate system design features and may not bar mtroductlon of
new features and technologies. The bill establishes a reasonable
ness standard for compliance of carriers and manufacturers. Couns
may order compliance and may bar the introduction of technology.
but only if law enfofcement has no other means reasonably avail-
able to conduct interception and if compliance wlth the standarci3
is reasonably achievable through application of avaHable teth
nology. This means that if a service of technology cannot reason
ably be brought into compliance wtth the interception requ~re

menu. then the service or technology can be deployed. This is the
exact opposite of the original versions of the legislation. whtch
would have barred introduction of semces or features teat could
not be tapped. One factor to be considered when c:.ete~.::-.::l~

whether compliance is reasonable is the cost to the carner or com
pliance compared to the camer's overall cost of developing or :IC

quiring and deploying the feature or service in question.
The leglslation provides that the telecommunications industry It·

self shall decide how to implement law enforcement's requlremenu.
The bill allows industry associations andstandard·settmg bodies.
in consultation wtth law enforcement. to establish publicly avail·
able specifications creating "safe harbors" for carriers. This meam
that those whose competitive future depends on innovation wil
have a key role in interpreting the legislated requirements anc
finding ways to meet them without impeding the d~ploymen~ 0

new services. If industry associations or standard.seul.n.g organlza
tions fail to issue standards to implement the capablhty requ1l'1!
menu. or if a government agency or any person. includin.g a Cal

nero believes that such requirements or standards ~re defic1ent. th
agency or person may petition· the FCC to estabbsh technical rt
quirements or standards.

Accountability
Finally the bill has a number o(mechan~smst~t will allow fc

Congressional and public oversight. The bill .reqwres ~he govel'l
ment to estimate its capacity needs and pubhsh t~em 1n the Fe
eral Register. the bill requires "the government. ~t.h funds appr
priated by Congress through the no~a1 appropnatlons p.rocess._
pay all reasonable costs incurred by 1nd~stry In retrofittIng faa
ties to correct existing problems. It requues the Attorney Gener



. .,,-,

20

to file yearll reports 00. these expenditures for the first six years
after ~ate 0 enactment. and requires reports from the ~ner3.1 Ac
counting Office in 1996 and 1998 estimating future costs of compli
ance. It requires that the government to reimburse carriers with
publicly appropriated funds. in perpetuity for the costs of e~pand
ing capacity to meet law enforcement needs. Furthermore. all pro
ceedings before the FCC will be subject to public scrutiny, as well
as congTessional oversight ad judicial review.

RELATIONSHIP WITH EXlS1'!NG ASSISTANCE REQUIREMEN1'S

The assistance capability and capacity requirements of the bill
are in addition to the existing necessary assistance requirements in
sections 2518(4) and 3124 of title 18, and 1805<b) of title 50. The
Committee intends that 2518(4), 3124, and 1805(b) will continue to
be applied, as they have in the past. to government assistance re.
quests related to specific orders, including, for example. the ex
penses of leased lines.

SECTlON-SY-SECTION ANALYSIS' .

SEcnON i.-{NTERCEPTION OF DIGITAL AND OTHER COMMUNlCATIONS

This section adds a new chapter 120 to title 18. United States
code. to define more precisely the assistance that telecommuni
cations camers are required to provide in connection with court or
ders for wire and electronic interceptions, pen registers and trap
and trace devices. This new chapter contains eight sections num
bered 2601 through 2608.

Section 2601 provides deflnitions for "call-identifying informa
tion." winfonnation services." "government.It ~ecommunication

support services." "telecommunications carrier."
A "telecommunications carrier" is defined u any person or entity

engaged in the transmission or switching of wire or electronic com·
munications as a common carrier for hire, u defmed by section
3(h) of the Communications Act of' 1934, and includes a commercial
mobUe service, as defmed in section 332(d) of the Communications
Act, as amended. This defmition encompasses such service provid·
ers ·as local exchange carriers, interucbange carriers, competitive
access providers (CAPs), cellular carriens, providers of personal
communications services (PCS), satellite-bued service providers.
cable operators and electric or other utilities that provide tele
communications services for hire to the public. -and any other com
mon carrier that otTers wireline or wireless service for hire to the
public. The defmition of telecommunications carrier does not in
clude persons or entities to the extent they are engaged in pro':id•
ing information services, such as electronic mail providers, on-line
services providers. such u Compuserve, Prodigy, America-On-line
or Mead Data, or Internet senice providers. CalI forwarding, speed
dialing, and the call redirection portion of a voice mail service are
covered by the bill.

In addition, for purposes of this bill, the FCC ~s a~thorize~ to
deem other persons and entities to be telecommumcatlons earners
subject to the assistance capability and capacity requirements to
the extent that such person or entity'se~ as ': replacement fC?r
the local telephone service to a substantial portion of the public
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wltnm a state. -~ part of i:.s determinatton ·...·netner :::e ::l\';'C;;C :::.

terest 1S served oy deeming a person or entIty a tel~om~~:-.;
catlons carrier for the pUr?Qses of this b~":l. the Commlssion :5nail
consider whether such deterrmnation would promote comoe~l::on.
encourage the development of new technologies. and protect ?UOl:C
safety and national secunty.

The term "call·iaentifyini information" :-neans the dialing or Sig

naling mformation generated that identifies the ortg1n and dest~:",J.
:ion or a wire or eiectronic commumcatlon piaced to. or receIved :.;.
::"e fac~lity or ~er\'lce that is the subject of the court order or :~·A·:··~l
authonzation. For VOlce communicatlons. this lnformatton :s :';'0[

cally the eiectronic pul.ses. audio tones. or signalling messages :::3.t
ldentlfy the numbers dialed or otherwise transmitted for :::e :?~r·
pose of routing cails through the telecommunicatlons carnerOs ":-.e:·
work. In pen register investigations. these pulses, tones. or r:ie~

sages identify the numbers dialed from the facility that is :::e :;ub·
Ject of the court order or other lawful authonzation. In traiJ J.::d
trace investigations. these are the incoming pulses. tones. or :-:-.e5
sages which identify the originating number of the fatality ~rom
wh.ich the call was placed and which are captured wh.en directed
to the facility that is the subject of the court order or authofuauon.
Other dialing tones that may be generated by the sender that 3.re
used to signal customer premises equipment of the recIpIent .l.re
not to be treated as cali-identifying information.

The term "govemment" means the government of the C'nlted
States and any agency or instrumentality thereor'. the District "Of
Columbia. any commonwealth. territory, or posseSSlon of the C'ntt·
ed States. and any State or political subdivision thereof authonzed
by law to conduct electronic surveillance.

The term "telecommunications support services" means a prod
uct. software or servlce used by a telecommunications carrier for
the internal si=-:laling or switching functions of its telecommum
cations network.. The Committee understands there are currently
over one hundred entities that provide common carriers with 3pe-
cialized support services, The definition of "telecommunicatlons
support servlces" excludes "information services." as defined in the
bill.

The term "information services" includes messaging services of
fered through software such as groupware and enterprise or per
sonal messaging software. that is. services based on pro~ucts I m
eluding but not limited to multimedia software) of winch Lotus
Notes (and Lotus Network Notes). Microsoft uchange Sel"\-er.
~ovell Netware. CC: ~ail.. ~Cl Mail. Microsoft Mall. Microsoft Ex
change Server. and AT&T Euylink tand their as~iat~ ,services'
are both examples and precursors. It is the CommIttee s Intention
not to limit the definition of "information services" to such current
services. but rather to anticipate the rapid de~elop.ment of ad·
vanced software and to include such software semces 10 the defml
tion of "infonnation services." By including such software-based
electronic messaging services within the definition of inf~nnatiotl
services. they are excluded from compliance with the requlremenu
of the bill.

Section 2602. entitled "Assistance capability require~ents." ~~n
sists of four subsections. Subsection (a) sets forth four Capablht~
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Requirements." which every teiecommunicatlOlls ~er is requlreci
to meet tn connectlon Wlth those seI"Vlces or facilities that allow
customers to originate. tenninate or direct communications.

(lie The first requirement is e%l)editiously to isolate and enable the
government to intercept all communications in the carriers control
to or from the equipment. facilities or services of a subscribe. con
currently with the communications' transmission. or at any later
urne acceptable to the government. The bill is not mtended to guar·
antee "one-stop shoppinr" for law enforcement. The question of
whiCh communicauons are to.. a carner's control will depend on the
design of the service or feature at issue. which this leglSlation does
not purport to dictate. If. for example. a forwarded call reaches the
system of the subscnber's carrier. that carrier is responsible for iso
lating the communication for interception purposes. However. if an
advanced intelligent network ~t.s the communication to a dif
ferent carrier. the subscriber's carner only has the responsibility,
under subsection \d). to ensure that law enforcement can identIfy
the new service provider handling the communication.

The second requirement is expeditiously to isolate and enable the
government to access reasonably available call id.entifying infonna
tion about the origin and destination of commu.nic:ations. Access
must be provided in such a m.anner that the information may be
associated with the communication to which it pertains and is pro
vided to the government before. dUring or immediately after the
message's transmission to or from the subscriber. or at any later
time acceptable to the government. Call identifying infonnation ob
tained pursuant to pen register and trap and trace orden may not
include infonnation disclosing the physical location of the sub·
scriber sending or receiving the message, except to the extent that
location is indicated by the phone number. However. if such infor·
mation is not reasonably available, the carrier does not have to
modify its system to make it available.

The third requirement is to make intercepted communications
and call identifying information available to government in a for
mat available to the carner so they may be transmitted over lines
or facilities leased or procured by law enforcement to a location
away from the carrier's premises. If the communication at the point
it is intercepted is digital. the ca.nier may provide the signal to law
enforcement in digital form. Law enforcement is responsible for de
tennining if a communication is voice. fax or data and for translat·
ing_it into useable fonn.

The final requirement is to meet these requirements with a mini
mum of interference with the subscriber's service and in such a
way that protects the privacy of communications ,and c~ identify
ing information that are not targeted buy electroniC surveillance o~
den. and that maintains the confidentiality of the government s
wiretaps. , ,

The Committee intends the assistance req~irem~nts In sec.:t10n
2602 to be both a floor and a ceiling. The FBI D1reCtOr testlfied
that the legislation was intended to preserve the status quo. that
it was intended to provide law enforcement no more and .no less ac
cess to information than it bad in the past. The Coamuttee u~s
against overbroad interpretation of the requirements. The leflSla
tion gives industry. in consultation with law enforcement and sub..
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jeet to review by the FCC. a key ~le in deyeloping the techrllca;.
requ~rements and standards that Wlll allow llnplementacion of the
requirements. The Com~ittee e~ industry, law enfortement
and the FCC to narrowly lnterpret the requirements.

Subse:tion I b) limits the .scope of the assistance requirements In

several ImpOrtant ways. FIrst, law enforcement agencies are not
permitted to require the specific: design of systems or features. :-.or
prohibit ado~tlon of any such design. by wire or electronic COr.1:'nU·

nication service provides or equipment manufacturers. The leg13ia
tlon leave.s it to ~ach ca~er .t~ decide how to comply..~ carT~er
need not insure tr.at each mdiV1dual component of its network or
system complies With the requirements so long as each COmm'..l:'.lca·
tion can be intercepted at some point that meets the leglsiated re
quirements.

Second. the capability requirements only apply to those ser:lces
or facUities that enable the subscriber to make. receive or direct
calls. They do not appiy to information servtc:es. such as electronIc
mail services. or on-line services. such as Compuserve. ProdIgy.
America-On-line or ~ead Data. or Internet service providers.. The
storage of a message in a voice mail or E-mail "box" is not cove red
by the bilL The redirection of the voice mail message to the ''box''
and the transmission of an E-mail message to an enhanced sen:lce
provider that maintains the E-mail service are covered.) ~or does
the bill apply ~o serv'ices or facilities that support the transport or
switching of communications for private networks or for the :iole
purpose of interconnecting telecommunications camers.

Because financial institutions have major concerns about secur~ty
and reliability. they have established private communications net·
works for data transmission traffic such as automated teller ::::::...
chines I Ani \. point of sale (credit carel) verification systems . .lna
bank wires. Some of these networ~ are point to point. althol:.~:'

many utilize the public network at various points. Ant networKS.
bankcard processing networks. automated check clearinghouse net
works. stock exchange trading networks. point of sale systems. anti
bank wire transfer. stock transfer and funds transfer systems are
all excluded from the coverage of the leglslation whether or not
they involve services obtained from telecommunications carriers
Private networks such as those used for banking and financla
transactions have not posed a problem to law enforcement. Then
are good reasons for keeping them as closed a~ possible. ~ese net
works are not the usual focus of court authorized electroniC surveil
lance. and the financial infonnation travelling on these networks i
already available to law enforcement agencies under the bankin:
laws.

Thus. a carrier providing a customer with a sem~e or facilit·
that allows the customer to obtain access to a pubhcly switch!"
network. is responsible for complying with the capability requ.lre
menu. On the other hand. for communications handled by multlpl
carriers. a carrier that does not originate or terminate th~ messag£
but merely interconnects two other carriers: is n~~ ~ubJeet to tr.
requirements for the interconnection part of Its facilities.

While the bill does not require reengineering o~ the Internet. nc
does it impose prospectively functional, ~ulreme~ts on ;t
Internet. this does not mean that communications camed over .t
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Inter::net are immune from interception or that the Internet ofTers
a Sale haven for, illegal.activity..Communica:ions earned over the
Internet, are subJ~t tl? U1tercept~on under Title III just like other
electrom~ communlc,atlo.ns. ~t Issue was settl~ in 1986 with the
Electromc Communlcatlons Privacy Act. The b111 recognizes. how
eve.... that law enforcement will most likely inten:ept commUnica
tions over the Internet at the same place it intercepts other elec
tronlC communications: at the carrier that provides access ta the
public SWItched network..

The bill does not cover private branch exchanges I PBX·sl. This
means that there will be times when the telecommunications car
rler will be unable to isolate the communications of a specific indi
\idual whose communications are coming through a PBX. This
poses a mimmization problem to which law enforcement agencies.
courts. and carriers should be sensitive. The Committee does not
intend the exclusion of PBX's to be read as approval for trunk line
intercepts. Given the minimjzation requirement of current law.
courts should scrutinize very carefully requests to intercept truck
lines and insist that agencies specify how they will comply with the
minlmization requirement. This is especially true of intercepts of
E·~tail and fax transmissions. In addition. carriers presented with
an order for interception oC a trunk line have the option to seek
modification of such an order.

Finally, telecommunications carriers have no responsibility to
decrypt encrypted communications that are the subject of court-or
dered wiretaps. unless the carrier provided the encryption and can
decrypt it. This obligation is consistent with the obligation to fur
nish all necessary assistance under 18 U.S.C. Section 2515141.
:-.lothing in this paragraph would prohibit a carrier from deploying
an encryption service for which it does not retain the ability to
decrypt communications for law enforcement access. The bill does
not address the "Clipper Chip"or Key Escrow Encryption issue.
:-.lothing in the bill is intended to limit or otherwise prevent the use
of any type of encryption within the United States. ~or does the
Committee intend this bill to be in any way a precursor to any kind
of ban or limitation on encryption technology. To the contrary, sec
tion 2602 protects the right to uae encryption.

Subsection (d, allows a carrier. in emergency or exigent cir
cumstances, at the soled.iscretion of the carrier. to fulfill its obliga
tion to deliver communications to law enforcement under the third
capability requirement by allowing monitoring on the carrier',
premise•.

Subsection <d), entitled MMobile Servic:eAssistance Requirement."
addresses the responsibility oC the carrier who can no longer de
liver a message or call identifying information to law enforc~m~nt
because the subscriber, the communication and the cAll identifYlDg
infonnation .have left the carrier's sernce areL In such a case. the
carrier that had the assistance responsibility is not required to con
tinue providing the government with the communication content or
call identifying information, but must ensure that the government
can detennine which carrier or serric:e pro~d~r ~ subs~uently
picked up the communications or c:all iden.~g Info~atlo~ and
begun serving the subscriber, subject to limitatIOns on disclOSIng lo
cation information as deecribed in section 2602(a).
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SeCtlo~ 2603. entitled "~otlces of capaclty requlreme!".':.s.·· -;iaces

the.oufcen on the gover":1ment to estimate lts capaClty :ieeas ar.d
to co so tn a Cost·conSClOUs manner. while also proVlC.tng carr.eros
with a "safe hamor" for cacacitv.

Subsection' a I requires the •.\ttorney General. within one vear 0i
enactment. to publish in the Federal Register and provlde to'accro
priate industry associations and standards bodies notices o(borh
the maximum capaCIty and the imtial capaCIty required to accom
modate all Intercepts. pen regIsters. and trap and trace devlces e.!
S'o\"ernment I includmg Federal. State and local law enforcement
expeCts to operate :Slmultane<>usiy.

The maxlmum capaCIty relates '.0 the greatest number of inter
cepts a partIcular switch or system must be capable I)f im?iement
ing simultaneously. The initial capacity relates to the number r)f
intercepts the government will need to operate upon the date that
is four years after enactment.

The Attorney General is directed to develop the notices after con
sultation with local and State law enforcement authontles and ~::e

cart'lers. equipment manufacturers and providers of telecommuni
cations support services. The Attomey General is given fleX1Cihty
in determIning the form of the notice. For example. the notices may
be in the fonn of a specific number for a particular geographic
area. or a generally applicable formula based on the number of 5ub
3cnbers :erved by a carner. However. the notices must identify. to
the maximum extent possible. the capacity required at specific geo
graphic locations. including carrier office locations.

Subsection I b \ provides that telecommunications carriers m".Ut
ensure that. within three years after publication of the notIces. 01

within four years after enactment, Whichever iii later. they b.a·:.
the maximum capacity and the initial capacity to execute all elec
tronic surveHlance orders. If the Attorney General publishes thl
first capacity notices b£fore the statutory time of one year ha:
elapsed. compliance by carriers must be achieved at the same tlml
as the effective date in Section 2 of this Act. In the event the Attor
ney General publishes the notices after the statutory ::me limn
carriers will have three years thereafter to comply, which tlme pe
riod will fall after the effective date of section 2602.

Subsection \c) requires the Attorney General periodically to giv
telecommunications carriers notice of any necessary increases 1

maximum capacity. Carrie:-s will have at least three yean. and u
to any amount of time beyond three yean agreed to by the Att01
ney General. to comply with the increased mwmum capacity"
quirements.

Subsection t d) requires caniers to submit statements to the Al
tomey General identifying systems or service that do not ~ave th
capacity to accommodate simultaneously the number or. Interce,
tions. pen registers and trap and trace deVlces set (orth ulthe ca
pacity notices iSiue by the Attomey General under subsectIon I a

Subsection I e I proVides that the Attorney General may l'elmburs
earners for modificatlons necessary to comply With capacity notice!
Until the Attorney General agrees to n:imburse a carner for. sud
modifications. the carner shall be conSidered to be In comphanc
with the capacity notices.



Section 2604 p~tects ~ystems security ~~ integrity by requiring
that any electronIc surveillance effected WIthin a carner's swiu::hing
premises be activated only with intervention by an employee of the
carrier. The switching premises include central offices and mobile
telephone switching offices (M'I'SOs).

This makes clear that government agencies do not have the au
thority to activate remotely interceptions within the sWitching
premises of a telecommunications carrier. Nor may law enforce
ment enter onto a telecommunications carrier's switching office
premises to effect an interception without the carrier's prior knowl
edge and consent when executing a wiretap under exigent or emer
gency circumstances under section 2602{c). All executions of court
orders or authorizations requiring access to the switching facilities
will be made through individuala authorized. and designated by the
telecommunications carrier. Activation of interception orders or au
thorizations originating in local loop wiring or cabling can be ef
rected by government personnel or by individuals designated by the
telecommunications carrier, depending upon the amount of assist-
ance the government requires. " . . .

Section 2605 requires a telecommunications carrier to consult
with its own equipment manufacturers and support service provid.
ers to ensure that equipment or services comply with the capability
requirements. Manufacturers and support services providers are
required to make available to their telecommunications carrier cus
tomers the necessary features or modifications on a reasonably
timely basis and at a reasonable charge. Subsection 2605(b) clearly
means that when a manufacturer makes available features or
modifications to permit ita cuatomer to comply with the require
ments of the bill. the manufacturer is to be paid by the carrier in
accordance with normal and accepted businesa practices.

These responsibilities of the manufacturers and support services
providers make clear that they have a critical role in ensuring that
lawful interceptioIl8 are not thwarted. Without their assistance,
telecommunications carriers likely could not comply with the capa
bility requirements.

Section 2606 establishes a mechanism for implementation of the
capability requirements that defe~ in the first instance. to indus
try standards organizatioDL Subsection (a) directs the Attorney
General and other law enforcement agencies to consult with ass0
ciations and standard-setting bodies of the telecommunications in
dustry. Carriers, manufacturers and support service providers will
have a "safe harbor" and be muidered in compliance with the ca
pability requirements if they comply with publicly available tech·
nical requ~ments or standarda designed in good faith to imple
ment the assistance requirementa.

This section provides carriers the certainty of "safe harbors,"
found in standards to be iaaued und.er a procesa set up in the bill.
The use of standards to implement legislative requirements is. of
course, appropriate so long 8.1 Congresa delineates the policy that
the guidelines must meet. SIeUua.r v. Mid-America PipeliM Co.,
490 U.S. 212. 220 (1989). ('1t is constitutionally sufficient if Con-
gress clearly delineates the general policy."). . '

This bill. in fact. provides through the four factors Ln s~on
2602 much greater specificity than found in many delegations
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upheLd by the COUrts. S~. e.g.. Yakus v. C.S.. j21 C.S. ~ t..\. ~20
, 1944) I upholding deLegatlon of autnonty to fix pnces t1".at ......... \:1 :e
generally fair and equlta~ie and will etTectuate the PUr'?0ses" of t:-.e
statute ': FPC v. Hope .\atural Gas Co., 320 C.S. 591. 600 ' 1944
I delegation to detennme "just and reasonable" rates upheld I.

The authOrlty to i,5SUe standards tn implement legislation dele
gated here to private partIes is well within what has been uohei(
in numerous pr!cecients. In St. LouLS. Iron. J[tn. & Southern P. ...
Co. v. Ta:-·lor. :210 C.S. 291 11908 '. the Supreme COUrt uoheid :~.l
deiegatlon of authortty to the American Railway A.35OClation to e5
tablish ~he :itandard height of draw bars for freight cars. 1:
Soblecraft lndusrrzes v. Secretary of Labor. 614 F.2d 199 '9th Cir
1960 I. the ~inth Circuit sustained Congress's delegatlon to ;m"'~ I

organizations of the authonty tJ develop health and safe!v stand
ards. See also C.S. v. Frame. 885 F.2d 1119. 1122 l3d Cfr. 19~9
I upholding delegation to the beef industry to de"r.se its own strate
gles to implement the government's policyl.

The appropriateness of the delegati~n here is furthered by tw
factors: I 1\ CompHance with the industry standards is voluntan
not compulsory. Carriers can adopt other solutioni for complytri
with the capability requirements; and (2) The FCC retains contre
over the standards. t:nder section 2602Cb). any canier. any taw et
forcement agency or any other interested party can petition tb
FCC. which has the authority to reject the standards developed b
industry and substitute its own. See Sunshine Anthracite Coal C
v. Adkins. 310 t:.S. 381 (1940); St. Louis, Iron .\ttn., supra; Fram
supra. 885 F:2d at 1128 (delegation valid where discretion of pI
vate bodies is subject to the government's authority to disappro~

or modify the standards),
This section states affirmatively that the absence of 5tandaI'1

will not preclude carriers. manufacturers or support service provi
ers from deploying a technology or service. but they must .itlll co~

ply with the assistance capability requirements.
Subsection (b) provides a forum at the Federal Communicatio

Commission in the event a dispute arises over the technical I

qUirements or standards. Anyone can petition the FCC to establi
technical requirements or standards. if none exist. or challenge a
such requirements or standards issued by industry associations
bodies under this section. In taking any action under this Sectil
the FCC is directed to protect privacy and security of communil
tions that are not the targets of court-ordered electronic SUrYl
lan~ and to serve the policy of the United States to encourage l

proVision of new technolOgies and services to the pub~c. .
If an industry technical requirement or standard 15 set aSide

supplanted by the FCC, the FCC is required to consult with the
tomey General and establish a reasonable time and conditions
compliance with and the transition to any new standard. The F
may also d.efine the assistance obligatioDs of the telecomm1
cations carriers dUring this transition period. .

This section is also intended to add openness and accountabl
to the process of finding solutions to intercept problems. Any r
decision on a standard for compliance with this bill must be m
publicly.
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Subsectlon I cl .gives tel~mmWlications carner'S an additional
two years to achieve compliance Wlth the assistance capabiiity re
qUlrements beyond the four years pr'Ovtded in Sectlon 2 of the bil1.

,114 if they petition for. and the FCC grant!. an ezunsion. The FCC
may grant a petition for r-elief from compliance Wlth the assistance
capability requirements for up to two years in circumstances where
the camer can show that compliance Wlth those requirements is
not reasonably achievable through application of technology avail·
able withm the four year compHance record. The Attorney General
will reimburse the carrier for any necessary mociitlcauons made
durlng the extension penod.

A.ny extension granted under tl:tis subsection applies only to that
pan of the carner's business on which the feature or set"V1ce at
issue is used.

Section 2607 provides for enfo~ment by the courts. Subsection
\a' provides that a court may order telecommunications carriers.
equipment manufacturers and support service providers to compiy
forthwith with the requirements of the Act in circumstances where
an electronic surveillance order or authorization has been issued
but cannot be effected because a carrier has failed to comply With
the requirements of the bill. This provision complements the exist·
ing requirement in 18 U.S.C. § 2518(4) that an order authorizing
electronic surveillance may direct that providers of wire or elec·
tronic communications services or any "other person • • • fumlsh
• • • forthwith all information. facilities. and technical assistance
necessary to accomplish the interception."

Subsection (b) authorizes the Attorney General. in the absence of
a particular electronic surveillance order or authorization. to appiy
to an appropriate United States Court for an enforcement order di·
recting a telecommunications carrier. equipment manufacturer or
support services provider tD comply with the bill. In order to avoid
disparate enforcement actions throughout the country which could
be burdensome for telecommunications carriers. this authority is
vested in the AttDrney General of the United States through the
Department of Justice and the Offices of the various United States
Attorneys.

Subsection (c) places limitations on the court's authority to issue
enforcement orders. First, the court must fmd that law enforce
ment has no alternatives reasonably available for implementing
the order through use of other technologies or by serving the order
on another carrier or service provider. Essentially. the court must
find that law enforcement is seeking tD conduct its interception at
the best. or mOlt reasonable. place for such interception. .

Second. the court must find that compliance with the reqUlre
ments of the bill are reasonably achievable through application of
available technology, or would bave been reasonably achievable if
timely action had been taken. or necessity, a determinatio,n of "'rea
sonably achievable" will involve a consideration of economlC ~aetors.
This limitation is intended to UCUJe a fallure to comply WIth the
assistance capability requirementa or capacity notices where the
total cost of compliance is wbolly out of proportion tD the useful·
nesl of achieving compliance for a particular type or categ~ry .of
services or features. 1"hU subMCtion recogDizes that. in certam cU'·
cumstances. telecommunications carriers may deploy features or
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:;e~l1ces even though they are not in compliance with th.
ments of this bill. . e requlre-

In the event that e~ther of these standards is not met. the cour:.
m.ay not Issue an entortement .order and the camel' may proceed
with deployme.nt. or. with contlnued offering U) the public. of the
feature or semce at Issue.

Subsection (d) requires a court upon issuance of an enforcement
order to 5et a reasonable time and conditions for complying Wlth
~he order. In detennming what is reasonable. the court may con
sider as to each party before it a number of enumerated factors.

Subsection I e I proV1des tha~ an order may not be Issued requiring
a carrier to prOVide capaclty In excess of the capacity for which the
.~ttorney General has agne<i to reimburse the carner under section
:l603Ie,.

Subsection (ti provides for a civil penalty up to S10.000 per day.
from the date of the order. or such later date as a court may de
cree. for any carrier. equipment manufacturer or support sernce
provider that violates the section. In setting the appropriate
amount of the fine. a court may consider a number of enumerated
factors. including the nature. circumstances. and extent of the V\o
lation. and. with respect U) the violator. ability to pay. good faith
effons to comply in a timely manner. effect on ability to continue
to do business. the degree of culpability or delay in undenaking ef
fons to comply, and such. other matters as justice may require.

While Subsection 2607(0 would subject to civil penalties a manu
facturer t~at fails to provide its customers with the features or
modifications necessary for them to camply, the Committee fully
expects that manufacturers and carriers will ensure the compliance
with the requirements through the normal marketplace mecha
nisms. as carriers. in their orders, specify equipment that meets
the requirements of the bill. The imposition of civil penalties on
manufacturers would normally be appropriate only when the eXlst
ing marketplace (I.e.• contractual) mech.anisms fail to ensure manu
facturer compliance. just as the imposition of civil penalties would
normally be appropriate on carriers wh.en. for example. they fail to
seek through contractual mechanisms such features or modifica
tions.

Section 2608. entitled "Payment of costs of telecommunications
carriers to comply with capability requirements." provides. in sub
section (a), that the Attorney General may, subject to the availabil
ity of appropriations. pay all just and reasonable costs directly as
sociated with modifications performed by carriers in connection
with equipment. features, or services installed or deployed before
the date of enactment to establish the capabilities necessary to
comply with section 2602. ..

Subsection (b> provides that the Attorney qeneral.is .authonz~
to pay r.easonable costs directly asaocia~ WIth achieV1ng .comph
ance with the assistance capability reqUirements for eqwpmen~.
features or services deployed on or after the date of en~etment. If
such compliance would otherwise not be reasonabl~ achievable..In
determining whether compliance is reasonably achievable. conSid
eration must be given. in proceedings before a court or the FCC to
when th.e deployment occurred..


